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SUMMARY':

Cabinet Approval Cabinet Committee on Priorities and Planning, June 8, 2010

Funding Approval: Budget 2010

The Minister of Public Safety, as Minister responsible for the Canadian Intelligence Service, is
seeking Project Approval to extend the Service’s secure corporate network environment to its foreign
stations as well as expenditure authority of approximately $11 million over three years for the
implementation and deployment to the Service’s foreign stations. The project is funded from the
Service’s existing reference levels.

Treasury Board provided Preliminary Project Approval in March 2011 at a total indicative cost estimate
of $17.6 million over six years. The current substantive cost estimate of the project is $20.6 million,
representing an increase of approximately $3 million over the 2011 estimate. The increase is due
largely to increased information security requirements to address recent unlawful disclosures of
classified material (i.e. Delisle, Snowden) since Treasury Board provided Preliminary Project Approval
in 2011.

Currently, the Service uses inefficient and labour-intensive data-processing and analysis systems to
process and report intelligence information obtained at its foreign stations. These outdated processes
result in delays that impact the Service’s operational effectiveness and jeopardizes the security of its
personnel. The new network will allow the Service to provide decision-makers with crucial intelligence
information more efficiently and in real-time, in addition to improving the security of the operations and
personnel collecting the intelligence.

Phase 1 of the project involved the definition and development of a prototype which was then
successfully tested and validated in two foreign stations. The expenditure authority sought in this
submission will allow the Service to pursue Phase |l of the project, which will see the technology rolled
out over a four-year period to its 25 foreign stations. The certification and accreditation process of the
system will be carried out by the Communication Security Establishment Canada. CSIS will work with
Public Works and Government Services Canada (PWGSC) as the contracting agent for the
procurement proces.

TBS recommends approval.
Source of Funds: Existing Reference Level
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CONTEXT:

Not applicable

PROPOSAL.:

1. Effective Project Approval is being sought to extend the Canadian Security Intelligence Service’s
secure corporate network environment to its foreign stations valued at a substantive cost estimate of
$20,626,549, inclusive of Harmonized Sales Taxes (HST) of $2,061,483, which represents an increase
of $3,055,211 (including HST) from the amount approved in the Preliminary Project Approval.

2. Expenditure authority is being sought at a substantive cost estimate of $10,536,377, inclusive of HST
of $909,085, for the implementation, deployment and ongoing support to the Canadian Security
Intelligence Service’s foreign missions.

BACKGROUND:

The service collects and analyzes information and intelligence that may constitute threats to the security of
Canada from across Canada and overseas. The CSIS Act also authorizes the Service to engage in
cooperation with foreign governments. The Service reports to and advises the Government on national
security issues and potential threats.

To do this, the Service relies on intelligence reporting from a number of foreign stations. However, the tools
to access and process intelligence information from these foreign stations have not been updated since the
Service’s foreign collection activities began in the mid-1980s. Foreign stations currently must use
cumbersome, labour-intensive and outdated data processing, analysis and communications systems, with
significant resources required to collect and process intelligence information at its stations. The Service'’s
analysts at Headquarters in Ottawa must, in turn, manually examine the large amounts of intelligence
information received. These outdated processes result in delays that impact the Service’s operational
effectiveness and jeopardize the security of its personnel collecting the intelligence. Consequently,
extending real-time connectivity to foreign stations will allow the Service to meet the Government’s growing
need for time-sensitive intelligence collected abroad.

Studies conducted in 2010 confirmed that existing commercially available hardware can be used to connect
foreign stations to the Service’s highly classified and secure network. To do this, the Service is conducting
the project in two phases: Phase | involved defining the requirements, developing a viable solution and
building and testing a prototype. Treasury Board provided Preliminary Project Approval for Phase | in
March 2011, and the prototype has since been successfully deployed in two foreign stations. Phase Il will
see the deployment and implementation of the new technology in all the Service’s foreign stations over a
four-year schedule.






